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Introduction to Hacking
1.1 Methodology

1.2 Full Disclosure

1.3 Ethics

1.4 Hacking & the Law

Linux

2.1 Basic Commands

2.2 Users & Groups

2.3 Permissions

2.4 Working with terminal

2.5 Compile & Execute

2.6 full disk encryption

2.7 Build Linux from scratch
- Gentoo

2.8 Bash Scripting

3 Introduction to * IP Assignments With 5.8 Banner Grabbing
Reconnaissance éﬁ;’:t 5.9 Tracerouting

3.1 Goals

3.2 General Understanding

3.3 Active vs Passive
Information Gathering

3.4 Web Sources and On
line Tools

3.5 Social Engineering
Attacks

3.6 Social Network stalking

3.7 Creative Thinking —
Think like the attacker

« Methodology
4.9 Other Online
Research
4.10 WhatCMS
4.11 Custom Tools
Development
4.12 Organization general
Information
4.13 Targeting Attacks
4.14 Public Sources
4.15 Searching for

5.10 Whatweb
5.11 Fierce
5.12 DNS Interrogation
5.13 Reverse DNS
Interrogation

5.14 MX/NS Enumeration
5.15 Zone Transferring
5.16 DNS Name Bruteforce
5.17 Port Scanning

e Regular Scan

e Decoy Scanning

e XMAS Scan

4 OSINT Metadata « Spoofed Scan
4.1 Google Hacking And 4.16 Geolocation / Emails / * MAC Spoofing
Dorking Employees / Jobs » Zombie Scan
4.2 Site Mapping 4.17 Foca . iéE gcaz
4.3 Maltego Framework 4.18 Creepy : Uop S‘égn

Environment
4.4 General Relevant

Enumeration
5.1 SMTP Enumeration

5.18 OS Fingerprinting
5.19 Service Fingerprinting

Informatlon _ 5.2 SNTP Enumeration 5.20 Load Balancer De-
4.5 Social Networking 5.3 NetBIOS Enumeration Multiplexing
4.6 Shodan 5.4 MS Session 5.21 Low Technology
« Data filtering Management Reconnaissance

e Scanning range for
vulnerable servers
¢ Finding Default

5.5 Listing Usernames on
Windows XP Via Null

5.22 Path Determination
5.23 IDS / IPS Detection

Servers/Cams/Devices Session 5.24 Recon-ng / Osint
4.7 DNS Interrogation 5.6 VRFY
5.7 EXPN

6

8

4.8 Whois Interrogation

Traffic Analysis
6.1 Subject Introduction
6.2 Recommended Tools

TCP Dump

7.1 Basic Usage

7.2 Working with filters
7.3 Analyzing PCAP Files

Wireshark

8.1 Introduction

8.2 Following Streams
8.3 Analyzing Data
8.4 Mining And Picking

8.5 Packet Structure

8.6 VOIP Building

8.7 Analyzing real world
Attack

Traffic Interception and

Manipulation

9.1 Subject Introduction

9.2 Open Source Tools on
the Trade

9.3 From Cain to Bettercap

9.4 Building MITM Attack
from scratch

9.5 Building ARP Reply

Packets
9.6 Scripting File2Cable
9.7 Forging Packets
9.8 BeEF
9.9 MITM Framework
9.10 MITM Attacks
o ARP Poisoning
o ICMP redirection
o DHPC spoofing
o |Pv6 DHCP Broadcast
o Ettercap Manipulation
e Scripting For Ettercap
e SSLStrip
« SSL Vania
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10 Password Attacks
10.1 Online Brute Forcing
Attacks
10.2 Hydra + Hydra GTK
« Using Hydra
e CISCO Router / Switch
Bruteforce
o SMB Password
Bruteforce
e FTP Password
Bruteforce
¢ POP3 Password
Bruteforce
e HTTP Over SSL
Bruteforce

11 Introduction
11.1 What is reverse
engineering
11.2 Static analysis
11.3 Dynamic Analysis
11.4 Reverse Engineering
Tools
e How to PMP in RE
o IDA
« ollyDebug
« WIinDBG
o Cheat Engine
e |IA-32 Instruction Set

13 Introduction
13.1 What Is Exploitation
13.2 Types Of Exploitation

13.3 0 Days

14 Buffer over Flows
14.1 Introduction
14.2 Finding Bugs
14.3 Case Studies
14.4 Verifying The Overflow
In The STOR
14.5 Which Bytes

16 Introduction

17 Tools
17.1 Firebug
17.2 Tamper Data
17.3 Paros
17.4 WebSCrab
17.5 Dirbuster
17.6 Fuzzers

10.3 Offline Attacks
10.4 Password Dumping
10.5 HashCat
10.6 Physical Access
10.7 NetCat
e Port Scanning With
NetCat
» Port Forwarding With
NetCat
o Backdoor (Bind Shell)
e Backdoor (Reverse
Shell)
» Transferring Files With
NetCat
¢ Using NetCat As a

o File formats

12 The Actual Deal

12.1 Reversing Introduction

12.2 How does Reversing
Works

12.3 Assembly Basics

12.4 Registers and Flags

12.5 Process Memory
Structure

12.6 Stack Section

12.7 Data Section

12.8 Code Section

Overwritten EIP
14.6 Diving Deeper
14.7 Shell Codes

15 ' Metasploit Framework
15.1 MSF Console
15.2 MSF Web
15.3 MSF CLI
15.4 Meterpreter
15.5 Meterpreter
Commands

15.6 Payloads
o Windows

17.7 Webshag
17.8 W3AF
17.9 Burp

18 Web Attacks
18.1 SQL Queries
18.2 Functions and Stored
procedures
18.3 SQL Injection

Honeypot
e Crypted Cats
10.8 PS Executable
10.9 BITS — Background
Intelligent Transfer
Protocol
10.10 Traffic Manipulation
and Spoofing
10.11 Scappy
10.12 Etterfilter
10.13 DNS Crafting
10.14 DHCP Crafting
10.15 Packet Forging
10.16 Open Source

12.9 Syntax And
Instructions

12.10 Prologue

12.11 Memory Overwrite

12.12 Free after use

12.13 Infinite Loops

12.14 Searching for Strings

12.15 Bypassing

Restrictions

e Linux

« Mobile
15.7 Auxillary

» Protocol Discovery

e Service Identification

e Server Modules
15.8 Modules
15.9 Exploits - Windows
15.10 Exploits - Linux
15.11 Exploits - Android/iOS
15.12 Write An Example In

Python

e Introduction
¢ Blind
¢ Error based
¢ Union based
e Open Source Automated
Tools
o SQLMap
o SQLNinja
o Browser Addons
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18.4 XSS

o DOM based

« Stored

o Reflected

e CSRF
18.5 Directory listing
18.6 Broken Authentication
18.7 Failure to restrict URLs
18.8 Insecure storage
18.9 Mal-configuration of

19 Wi-Fi

19.1 Introduction
19.2 Chipset compatibility
19.3 Understanding 802.11x
19.4 Introduction to Tools

e alrmon-ng

e airodump-ng

20 Permission Logic

20.1 Windows
o Task Scheduler — AT
Command
¢ Windows RPC
o PS Exec Sysinternals
e Local Password Crack

Introduction

22 Types and Classes

22.1 Trojan Horse
22.2 Malware Today
22.3 Viruses Types

23 Malware features

¢ Physical Keyloggers

o Software Keyloggers

¢ Rubber Ducky

¢ Root Kits

¢« Memory Based RootKit
» User Mode Root Kit

Permissions
18.10 Changing User-Agent
18.11 File upload
18.12 Probing to find XSS
18.13 Chrome XSS
Bypassing
18.14 Looking for XSS in
PHP Files
18.15 LFIs
18.16 RFIs

e aireplay-ng

¢ airebase-ng

o kismet

19.5 Cracking Encryptions

« WEP

o WPA

o WPA2

¢ WPS

20.2 Linux

e Sudo

¢ Remote And Local
Exploits

o Password & Files

¢ File Permissions And
Attributes

o World Writable Files

« Kernel Mode RootKit
¢ BIOS Root Kit
¢ Root Kit In Action:
HXDEF
23.1 Windows Quirks
» Registry Bugs
o NTFS Alternate Data
Stream
23.2 Anti-Virus Avoidance
23.3 Case Studies
e Stuxnet
¢ Flame
o Confiker

18.17 PHP shell files
18.18 Sessions HiJacking
18.19 Sessions SideJacking
18.20 HTTP poisoning
18.21 Cross-Site Cooking
18.22 Session Fixiation
18.23 Commercial Software
18.23.1 Accunetix
18.23.2 Shadow Security
Scanner

19.6 WPS —reaver

19.7 Bypassing MAC
filtering

19.8 Rouge Access Point

19.9 Evil Twin Attack

19.10 Netstumbler

e Set UID/ SUID / SGID
Bits

¢ Local Password
Cracking

o Beef-browser
exploitation

« DirtyCow Attack

e Storm
o Packers
¢ Binders

24 Port Tunneling and

Proxing

24.1 Reverse tunneling
24.2 Bind tunnel

24.3 Port Forwarding
24.4 Web Proxy

24.5 SOCK4/5

24.6 Proxy Tunneling
24.7 Proxy Chaining
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