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Day 1:

Introduction to Reverse Engineering

Operating Systems differences
Hashing functions

Encrypted binaries

Reversing compression types
Stack overflows

Heap overflows

Isolating malware

Unpacking malware

Monitoring registry changes
Identifying communication channels
Digital Rights Management (DRM)
implementations

Thwarting anti-debugger code
Debugging multi-threaded programs
Recursive traversal dissasemblers
Reversing .NET bytecode

CREA Review

Conditional branching statements

Day 2:

Virtual machines and bytecode
System vs. Code Level reversing
Identifying variables

Compilers and branch prediction
Memory management

Win32 executable formats and image
sections

IDA configuration, scripts & Plugin
architecture

Windows Kernel & API

Rootkits types

See

see security technologies itd

D'TIN'™7N NN

Day 3:

WinDBG & kernel Debugging
Rootkit Reverse Engineering

Warm Reverse Engineering

IDA Plugins

Runtime analysis

device drivers Reverse Engineering
kernel malware Analyzing

Day 4:

o

o

PECOFF File Format

PE Anti-Reverse Engineering
techniques

Packers

Storm kernel Reverse Engineering
Process & DLL injection

VM Based Packers Unpacking
Obfuscation methods

physical memory Analyzing

64bit packers

Tracking Program Process Injection
Unpacking examples

Day 5:

Remote debugging

reversing binary protocols

Botnet Reverse Engineering

C&C protocol Reverse Engineering
Identifying common algorithms inside
worms

Linux Malware Reverse Engineering
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