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1. Certificate and Security Overview
e Certificate overview e Information Security Risk Management &
e Information Security Matrix Prioritize Approach
e  Security Overview e  Security Plan and Preparation

2. Methods of Information Security
(The Technical Landscape)

e Availability
e  Confidentiality e  Authenticity
e Integrity e Non-Repudiation
3. Threats

e Threat agents

e  Threat Communities
e  Threat Analysis

e  Threat Management

e Definition
e Threat Classification
e  Threat Model

4. Vulnerabilities

e Vulnerabilities Causes

(] Definition ° CVE & CVSS
e Vulnerabilities Classification

5. Controls

e Detective
e  Corrective
e  Common Countermeasures

e Definition
e Preventive

6. Attack and Defense Techniques

e Defense Models e |SSE
e Defense in Depth e Common Criteria
7. Cryptography

e  Public Key Cryptography

*  Introduction to cryptography e Message Integrity and Authentication

e Classic cryptography to Modern Controls

Cryptography e  Public Key Infrastructure
*  Basics of Modern Cryptography e Installing Configuring & Maintaining
e Symmetric Key Algorithms Certification Authorities
e Block Ciphers Modes of Operation e Configuring, Deploying & Maintaining
e  Stream ciphers Certificates, EFS
e Key Management

8. Identity and Access Management

e  Centralized Access Control Methodologies

Access Control e The IDM Paradigm
What is Access control e 1AM process

Identification and authentication (I&A) o Identity Management Systems
Authorization and AC Models
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9. Smart Cards/Tokens Security and Applications

e Tokens

e Smart Cards e Biometric

10. Software Security
e OWASP e  Application Threats and Attacks

e WASC e SDLC

11. Database Security

e  Access Control e Encryption
e  Auditing e Integrity Controls
e  Authentication e Database Activity Monitoring (DAM)

12. Secured Network Architecture

e Router security
e Network Secure Design e Firewalls
e  Secured Network Components e VPN Technology
Enclave defined, . NAC

The need for Perimeter Protection,

13. Physical Security

e Intrusion Detection

e Standards e Video Monitoring

e  Environmental design

e  Mechanical, Electronic and Procedural
Access Control

14. Wireless Security

Wireless Encryption Methods

e Wireless Technologies e Vulnerabilities & Countermeasures

15. DLP

o Data Leakage prevention techniques and implementation

16. Cloud Computing Security

e Designing and implementing security
o C|0ud Computing deﬁnitions and policies for Cloud Computing
technologies. e  Monitoring cloud computing security.

e Defense techniques
17. Mobile Security

e  Mobile Device Management (MDM)

18. Detection and Response

e The Need for Detection Systems e  Security Information & Event Management
e |IDPS Systems Capabilities e Log Retention And Management
e Implementation & Management e Organizing a SIEM Project
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19. Social Networks
e  Sociology
e Social Network analysis
e Social Network as a Business
e Biology and Social Networks
e Business Information Analysis
20. Cyber Warfare
e Tools and Techniques e  Non-Military

e Information Operation
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