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o Certificate and Security Overview

Methods of Information Security (The
Technical Landscape)

Threats

Vulnerabilities

Controls

Security Processes

Attack and Defense Techniques
Defense in Depth

Secured Network Architecture
Physical Security

Identity and Access Management

¢ Cryptography

Smart Cards/Tokens Security and
Applications

Wireless Security

Mobile Security

Social Networks

Software Security

Database Security

Cloud Computing Security
Detection and Response
Information Warfare
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Building a Simple Network
Ethernet Local Area Networks
Wireless Local Area Networks.
Exploring the Functions of Routing
Wide Area Networks

Network Environment Management
Small Network Implementation
Medium-Sized Switched Network
Construction
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Medium-Sized Routed Network Construction
Single Area OSPF Implementation

EIGRP Implementation

Access Control Lists (ACL)

Address Space Management

LAN Extension in to a WAN.

CCNA 640-802 Exam Preparation

CheckPoint CCSA onip
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VPN-1/FireWall-1 component deployment
Define a Security Policy using
SmartDashboard

Deploy and manage distributed gateways,
using Check Point’'s SmartUpdate and
Secure Internal Communications

Administer and troubleshoot VPN-1/FireWall-
1 Security Policies

J0minmpry

Enable SmartDefense global protection
mechanisms

Set up User Authentication in a VPN-
1/FireWall-1 environment

Implement Network Address Translation
Protect your network with backups
Upgrade VPN-1/FireWall-1

License VPN-1/FireWall-1

CCSA R70 certification Exam Preparation
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Securing Active Directory and DNS
Group Policy
PKI, EFS and BitLocker

IPSec, Windows Firewall, NPS, VPNs and
Wireless

Securing IIS

PowerShell Scripting
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e Chapter A - Introduction

e Chapter B - BackTrack

e Chapter C - Reconnaissance

e Chapter D - System Penetration
e Chapter E - Network Penetration

Chapter F - Wireless Penetration

Chapter G - Web Applications Penetration
Chapter H - Vulnerability World

Chapter | - Virology & House Keeping
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o Security Governance e Standards and Evaluation Criteria (2
¢ Law, Regulations and Standards (2 sessions)
sessions) ¢ Legal and Regulatory Aspects of Electronic
e ISO Framework Commerce
o Security Architecture e Privacy in the Digital Age
o Security Policy and Procedures e Security Audit and Audit Controls
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e CISO Role ¢ Business Continuity Management
Decision Making Under Uncertainty Disaster Recovery
Organizational Management Incident Response

IT Project Management Computer Crime and Forensics
IT Risk Management Measuring Security

Information Security Risk Analysis Organizational Security Program
Information Security Risk Management -

Plan, Build, Run
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