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Chapter A - Introduction

1. General Introduction to Hacking Defined
Course

2. Hacking Today

3. Hacking History

4. Hacking Terminology

Chapter B - Course Tool Kit
9. BackTrack
° BackTrack Basic Commands
° BackTrack Networking

° Automatic Configuration DHCP
° BackTrack Services

Chapter C - Reconnaissance
14.Reconnaissance - General
° Goals
° Real World Scenario
° Real World Scenario - Example
° Low Technology Reconnaissance
° Methods for low technology Reconnaissance
° Gathering relevant target information
° Network enumeration
15.Social Engineering Reconnaissance
° Organization Details
° Social Engineering Handles
16.Phishing
° Socially aware attacks
° Context-aware attacks
17.Web-based Reconnaissance
°  Whois Interrogation

. Hackers Status

. Characteristics of Attackers
. Ethical Hacking

. Attackers thinking

0 N o O

10.Development Environments
11.Visual Studio

12.Python

13.Perl

° IP address assignments through ARIN
° Clients
° Whois enumeration methodology
° Whois Exercise
° WotWeb
° Installation
° Google Enumeration / Hacks
° Google / Web Based Reconnaissance
Exercise
° Other Online Reconnaissance Resources

18.Network Reconnaissance

° Enumeration Services
° DNS Interrogation
° Nslookup
° MX/NS enumeration
° Reverse DNS enumeration
° Zone Transfers
° Zone Transfer Example

4 Maale' Hshachar St. Ramat-Gan 52383, Israel. Tel: +(972)-3-6122831, Fax: +(972)-3-6122593
avi@see-security.com http:/www.see-security.com




See

see security technologies ltd

° DNS Name Bruteforce

° CDNS Enumeration Exercises
° SNMP Enumeration

° SNSCAN

° SNMPEnum

° SNMP Enumeration Exercises
° SMTP Enumeration

° VRFY

° EXPN

° SMTP Enumeration Exercises
° Netbios Enumeration

° Null Sessions

° SamSpade

° MS Session Management

° Listing usernames via a null session on

Windows XP

° Netbios Enumeration Exercises

° Trace-routing

Chapter D - System Penetration
20.Windows

°  Windows XP
° Manipulating Remote Services
° local privileges escalation basics
° local password cracking
° coldboot attack

Chapter E - Network Penetration
22.Getting Interactive

° Netcat
° Port Scanning With NetCat
° Banner Grabbing With NetCat
° NetCat as a BackDoor (Connect / Bind Shell)
° NetCat as a Reverse Back Door (Reverse
Shell)
° Transferring Files using NetCat
° NetCat as a mini Honey pot
° Netcat Exercises
° RPC Enumeration and remote code execution
° PSExec
° PSExec Usage
° PSExec Advanced Usage
° PSExec Exercise
° Other Remote Control Techniques
° Dameware
° VNC
° Radmin
° Transferring Files
° TFTP
° FTP
° Interactive Shell vs. Non Interactive Shell
° Inline File Transfer
° BITS — Background Intelligent Transfer Service
23.Traffic Interception and Analysis
° Capturing Packets
° WireShark (Ethereal)
° Analyzing Traffic Exercise
° Additional Sniffers
° TCPDump

° Countermeasures and defenses
° Banner grabbing
° Banner Grabbing Examples
° Port Scanning
° NMAP Scanner
° Port Scanning Exercises
° Fingerprinting OS
° Load balancer demultiplexing
19.Application Reconnaissance
° Application dependesies
° .net Framework
° java
° scripts (py,perl, etc..)
° cygwin
° Processes
° find app process, service, executable
° find app registry entries

21.Linux

° ubuntu
° Manipulating Remote Services
° local privileges escalation basics

° Commview
24. Traffic Interception and Manipulation

° Building your own Packets
°  ARP spoofing

° ARP Spoofing MITM Attacks

° ARP Spoofing - MITM the Hard Way
°  Advanced MITM - the Easy Way

° Ettercap

25.D0S / DDOS

° Methods of attack

° Nuke Attacks

Buffer Overflows DOS
Flooding the target
SYN Floods

Smurf Attacks
Banana Attack

Flood Attacks

Effects of DoS

° DDOS - Exercise

26.Password Attacks

° Password Brute force Attacks (online)
° Hydra
° Using Hydra
° Cisco Router / Switch Brute force
° SMB Password Brute force
° FTP Password Brute force
° POP3 Password Brute force
° htpasswd over SSL Password Brute force:
° Password Attacks (online) — Exercise
° Password Brute force Attacks (offline)

o o o o o o

o
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° Password Dumping
° Physical Access

27 .Vulnerability Scanners

Shadow Security Scanner
Nessus Vulnerability Scanner
Accunetix Vulnerability Scanner

o o o o

° Command Line Vulnerability Scanners Core Impact
Chapter F - Wireless & Mobile Penetration
28.Wireless Hacking ° Cracking WPA — I

° Netstumbler / EEYE Wireless Scanner 29.Mobile Hacking

° Kismet ° Bluetooth

° Cracking WEP °  Smartphones

° Overcoming MAC Address Restrictions

° Cracking WPA
Chapter G - Web Applications Penetration
30.Web Applications 42.Insecure Cryptographic Storage
31.Introduction 43.Insufficient Transport Layer Protection
32.Web Based Vulnerabilities 44 Unvalidated Redirects and Forwards

° OWASP Top 10 Application Security Risks - 2010  45.User Agent
33.Java Script 46.Different User Agent
34.TOOLS 47 .Directory Listing

° FIREBUG 48.Directory Traversal

: CVAEFI;OS?:RAB 49.File Upload Vulnerability

> TAMPER DATA 50.PHP Shell Files

° DirBuster 51.Remote File Inclusion Vulnerability
35.SQL 52.Regular Expressions

° Injection ° éttackingHWekl)( Sessions

; g °  Session Hijackin

ggééi I:Cross-S|te Scripting o Session Slijdej'ack%ng

: ° Session Fixation
38. Broken Authentication and Session ° Cross-Site Cooking

Management ° Session Hijacking

39. Insecure Direct Object References ° Session Hijacking - Protection
40.Failure to Restrict URL Access 53.HTTP Poisoning

41. Security Misconfiguration

Chapter H - Vulnerability World

54.Buffer Overflows 56.Client Side Attacks

55.MetaSploit 57.WMF Client Side

Chapter | - Virology & House Keeping

58.Thinking Security 62.What is Trojan horse?Installing Services
59.Key Loggers 63.Windows QuirksAnti Virus Avoidance
60.Native Backdoors 64.Root kitsNTFS Alternate Data Streams

61.Trojan horse Attacks
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